Our e-sense overview


	Activity
	Autumn Term
	Spring Term
	Summer Term
	Assessment, achievement and evaluation

	Assembly
	Cyberbullying

(  I am kind and responsible
	Personal safety

(  I am safe
	Excessive/obsessive use

(  I am safe
	Assessment

A variety of self, peer and teacher assessments are on-going.  

Achievements

Awards are made to children to recognise responsible behaviour. 
Straws / Stickers / House Points. 
Evaluation

Surveys of parents and carers, children and teachers are used to inform the planning for development of e-Sense. 
Assessment, achievement and evaluation


	Whole class lesson
(other half of term to assembly) 


	Agree class internet rules based on personal responsibilities.
	Focus on keeping personal details private, consideration of who you are talking to online and making sure a trusted adult knows what you are doing online.
	Consider age appropriate and healthy use of technology (age indicators for games, time spent and sites used.)
	

	FS/KS1
	Make sure an adult is with them when they use the Internet.

Ask before taking pictures of people.

Know who to ask for help.
	Be aware of who it is safe to communicate with (online and offline)
Understand whether messages are safe / kind / need discussing with an adult / need to be deleted, with adult permission.
	Understand that not all games are suitable.
Understand why adults might limit gaming / computer use for a healthy balance.
	

	Lower KS2
	Understand that the WWW is open to everyone and not everyone is trustworthy.
Understand that images / music / content can only be used with permission.

Understand that images we place on the Internet are not easily removed.

Know who to ask for help.
	Understand expectations for online behaviour. 
Understand that passwords are secret.

Know how to stay safe and maintain privacy.

Know what to do if they feel threatened online and understand that online personas may not be real.
	Begin to learn to limit their own online activities and gaming for a healthy balance.
Discuss PEGI (age) ratings and what they mean.

Understand that downloading information and files can be dangerous or harmful. 

Discuss virus’ / Trojans / spyware and malware and report issues.
	

	Upper KS2
	As above
Be aware that people / facts/ other information on the web may be inaccurate or false.

Understand more about copyright and acknowledging sources.
	Understand which websites have age restrictions.
Understand password security and to choose a secure password and keep it private.

Know how to report issues to the CEOP and to talk to an adult if they are unsure.
	Re-enforce PEGI ratings and why games / films are classified.
Ensure children understand that everything they do online leaves a ‘digital footprint’.

Discuss options for preventing virus’ / malware and explain their possible effects.
	

	Activity
	Autumn Term
	Spring Term
	Summer Term
	

	Cross curriculum
	· Effectiveness, evaluation and copyright are part of research and presentation tasks across the curriculum.  http://bit.ly/elimdigitalliteracy
(  I think carefully: Effectiveness  & Evaluation (Reliability, Validity and Bias)   ©   It’s not mine: Copyright
· e-Safety and appropriate communication is talked about as part of all school activities.

(  I am safe: Safety (Security, Safe Behaviours, Obsessive Use of ICT)

(  I am kind and responsible: Collaborating (Safe Behaviours, Bullying, Digital Footprint)
	

	Theme weeks
	Anti-bullying week includes cyberbullying messages.
	Safer Internet Day is part of a week’s focus on the use of the Internet, different devices and technologies.
	Health week includes considerations of time spent on the computer and recognition of appropriate websites.
	

	Partnership with Parents and carers

	Pupil/parent AUP and photo permissions for all new parents are signed.

Leaflet sent home on preventing cyberbullying.
	Children create leaflet/poster to take home for parents and carers.
Leaflets relating to e-safety and online protection sent home.
	A parent and carers assembly is led by children.
	Information available on school website and Intranet.
E-Safety news items included in newsletters or homework.

	
	An e-Safety meeting / advice for parents and carers planned for Parents Evening.
	



Teaching children to consider their actions.

